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Integrated TechnologyIntegrated Technology
Solutions, Inc. (ITSISolutions, Inc. (ITSI))

�� Full service informationFull service information
technology and systemstechnology and systems
engineering firmengineering firm
specializing in informationspecializing in information
systems for:systems for:
�� Criminal JusticeCriminal Justice
�� Public SafetyPublic Safety
�� Intelligent TransportationIntelligent Transportation

�� Supporting theSupporting the
Department of Justice,Department of Justice,
NIJ, and State and LocalNIJ, and State and Local
Public Safety agenciesPublic Safety agencies

The Right System Built The Right System Built 
the Right Waythe Right Way



The Project TeamThe Project Team

�� ITSIITSI
�� National Institute ofNational Institute of

JusticeJustice
�� Howard County PoliceHoward County Police

Department, HowardDepartment, Howard
County, MDCounty, MD

�� Maryland NationalMaryland National
Capital Park PoliceCapital Park Police
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The Security ChallengeThe Security Challenge
�� Wireless transfers of voice, data, andWireless transfers of voice, data, and

video in digital packets are becomingvideo in digital packets are becoming
more prevalentmore prevalent

�� Transfers are at risk from capture andTransfers are at risk from capture and
replacementreplacement
�� New technologies are under developmentNew technologies are under development

to “sniff” transmissions out of the airwavesto “sniff” transmissions out of the airwaves

�� Most, but not all, information isMost, but not all, information is
encrypted before transferencrypted before transfer

�� Misconception: Wireless transfer isMisconception: Wireless transfer is
safe because information is encryptedsafe because information is encrypted
�� Replacement of messages is a growing riskReplacement of messages is a growing risk

Comm. Tower

FDDI

Comms
Server

Bridge
Router

Agency 1



The Authentication NeedThe Authentication Need

�� Public Safety agencies,Public Safety agencies,
the Courts, andthe Courts, and
agencies involved inagencies involved in
Homeland SecurityHomeland Security
need the ability toneed the ability to
validate the messagevalidate the message
at the receivingat the receiving
locationlocation

�� Is the sender a validIs the sender a valid
system user or someonesystem user or someone
who has inappropriatelywho has inappropriately
gained access?gained access?

�� Has the message beenHas the message been
replaced with another?replaced with another?

�� Is there a way to validateIs there a way to validate
the sender so an electronicthe sender so an electronic
signature can be used?signature can be used?



Authentication Has Other JusticeAuthentication Has Other Justice
ApplicationsApplications

�� Transmission of Warrants from Court toTransmission of Warrants from Court to
Police CarPolice Car

�� Secure, controlled, integrated CaseSecure, controlled, integrated Case
Management from arrest through paroleManagement from arrest through parole

�� Identification of probationers & paroleesIdentification of probationers & parolees
checking in at kioskschecking in at kiosks

�� Anywhere positive identification is neededAnywhere positive identification is needed
and wire connection is a challengeand wire connection is a challenge



The Biometric AuthenticationThe Biometric Authentication
SolutionSolution

�� Biometric validation: UsingBiometric validation: Using
an individual’s uniquean individual’s unique
characteristics to secure &characteristics to secure &
validate wirelessvalidate wireless
transmissionstransmissions

�� Advances in biometric fingerAdvances in biometric finger
scan technologies andscan technologies and
encryption make biometricencryption make biometric
validation possiblevalidation possible

�� The biometric encryption keyThe biometric encryption key
provides security and supportsprovides security and supports
validation of the sender at thevalidation of the sender at the
receiving sitereceiving site



The Technical ChallengeThe Technical Challenge
�� Biometric finger scanBiometric finger scan

technologies do not providetechnologies do not provide
precise, repeatable scansprecise, repeatable scans

�� Prior attempts at encryptionPrior attempts at encryption
failed because inaccuraciesfailed because inaccuracies
in capture preventin capture prevent
development of a set keydevelopment of a set key

�� ITSI has developed anITSI has developed an
advanced process foradvanced process for
managing the variability ofmanaging the variability of
the biometric finger scanthe biometric finger scan
after capture by commercialafter capture by commercial
productsproducts



Biometric Finger Scan Encryption is ViableBiometric Finger Scan Encryption is Viable

�� ITSI has  successfully enrolled users and encryptedITSI has  successfully enrolled users and encrypted
and decrypted using a biometric encryption key basedand decrypted using a biometric encryption key based
on the individual’s finger scanon the individual’s finger scan



Putting Technology into PracticePutting Technology into Practice
�� The system being developed supports secure and validated wirelessThe system being developed supports secure and validated wireless

transmission of police reportstransmission of police reports

�� The system being demonstrated today integrates The system being demonstrated today integrates Identix’sIdentix’s finger scan finger scan
capabilities, Blow Fish Encryption, and capabilities, Blow Fish Encryption, and SilanisSilanis Electronic Signature Electronic Signature
System, Microsoft Word with ITSI’s algorithms and application codeSystem, Microsoft Word with ITSI’s algorithms and application code



ITSI’s Middleware Is Interoperable withITSI’s Middleware Is Interoperable with
Multiple Commercial TechnologiesMultiple Commercial Technologies

Commercial
Finger Scan

Capture
Product

Electronic
 Signature
Capability

Encryption

ITSI’s Application
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 Biometric Authentication System: Biometric Authentication System:
Report Generation and TransmissionReport Generation and Transmission



Report Receipt, ValidationReport Receipt, Validation
and Electronic Signatureand Electronic Signature

Wireless 
transmission
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Filed is 
stored and
is available 
for reviewFile is decrypted using the biometric

Key. Validation of the sender is required
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Report Access is ControlledReport Access is Controlled
�� In the field, only the owner mayIn the field, only the owner may

access his or her reportsaccess his or her reports

�� The sender must complete finger scanThe sender must complete finger scan
prior to the generation of theprior to the generation of the
biometric encryption keybiometric encryption key

�� Validation of the sender is doneValidation of the sender is done
before each wireless transmission –before each wireless transmission –
the sender must be the owner of thethe sender must be the owner of the
documentdocument

�� Implementation of biometric loginImplementation of biometric login
can be managed by the systemcan be managed by the system



Electronic Signature ManagementElectronic Signature Management

�� Reports are transmittedReports are transmitted
without signaturewithout signature

�� Signature is attached at theSignature is attached at the
receiving site.  Signaturereceiving site.  Signature
can be added only if reportcan be added only if report
successfully decrypts,successfully decrypts,
validating the users identity.validating the users identity.

�� The signature is stored as anThe signature is stored as an
encrypted file so it cannotencrypted file so it cannot
be used on non-validatedbe used on non-validated



Supports Multiple EnvironmentsSupports Multiple Environments

�� Interoperable with report managementInteroperable with report management
systems and Microsoft Wordsystems and Microsoft Word

�� Operating system independentOperating system independent

�� Interoperable with any finger scan capabilityInteroperable with any finger scan capability
that supports access to the minutiae filethat supports access to the minutiae file

�� Interoperable with any digital signatureInteroperable with any digital signature
softwaresoftware

Interoperable
with Multiple

Systems &
Technologies



Current ActivitiesCurrent Activities

�� Integrating validation capability with tool barIntegrating validation capability with tool bar
buttonsbuttons

�� Implementing sergeant review capabilitiesImplementing sergeant review capabilities
according to HCPD review processesaccording to HCPD review processes

�� Finalizing system test proceduresFinalizing system test procedures
�� Completing system documentationCompleting system documentation
�� Working with Maryland National Capital ParkWorking with Maryland National Capital Park

Police to test CDPD transmissionPolice to test CDPD transmission



Prototype System DemonstrationPrototype System Demonstration

�� Using Howard County Maryland PoliceUsing Howard County Maryland Police
Reports in Microsoft Word template formatReports in Microsoft Word template format
�� Open a new police reportOpen a new police report
�� Save the police report with case numberSave the police report with case number
�� Fill in report informationFill in report information
�� Close reportClose report
�� Request transmission of reportRequest transmission of report
�� Send encrypted report using wireless internetSend encrypted report using wireless internet



Prototype Demonstration ContinuedPrototype Demonstration Continued

�� The server machine will receive the encryptedThe server machine will receive the encrypted
reportreport

�� An acknowledgement of report receipt will beAn acknowledgement of report receipt will be
transmitted to sendertransmitted to sender

�� Report will be decrypted using biometric keyReport will be decrypted using biometric key
�� Successful decryption validates the sendersSuccessful decryption validates the senders

identityidentity
�� The electronic signature is attached after the fileThe electronic signature is attached after the file

has been decryptedhas been decrypted
�� Files are saved for review by the sergeantFiles are saved for review by the sergeant



Biometric AuthenticationBiometric Authentication
System DemonstrationSystem Demonstration

Integrated Technology Solutions, Inc.Integrated Technology Solutions, Inc.
8775 Cloudleap Court8775 Cloudleap Court
Columbia, MD 21045Columbia, MD 21045

410-772-3900410-772-3900
mgorham@itsi-inc.commgorham@itsi-inc.com
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